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Case 59: The EnviroPlan Company
a. From the list of general controls shown in Exhibit 4-5, list each authentication and hacking control that you think the EnviroPlan Company should have in place.
i. Authentication controls that EnviroPlan Company should have in place:
· User ID
· Password
· Security token
· Biometric devices
· Login procedures
· Access levels
· Computer logs
· Authority tables
ii. Hacking controls that EnviroPlan Company should have in place:
· Firewall
· Encryption
· Security policies
· Security breach resolution
· Secure socket layers (SSL)
· Virtual private network (VPN)
· Wired equivalency privacy (WEP)
· Service set identifier (SSI)
· Antivirus software 
· Vulnerability assessment 
· Penetration testing 
· Intrusion detection
b. Explain how each control that you list can prevent IT-related risks for EnviroPlan.
i. The above listed authentication controls can prevent IT-related risks for EnviroPlan in the following manner:
User ID: This will help to authenticate users of EnviroPlan’s systems and hence limit the access of such systems to only those who are authorized to do so.
Password: This will help the company by identifying the users of their systems and whether such users are the authentic owners of the user IDs being used to access the company’s systems.
Security token: This will help to verify the users of the systems and reducing unauthorized access by requiring the users of the company computers to physically possess and use the token before login into the company’s systems. 
[bookmark: _Hlk526850073]Biometric devices: These help in authenticating users and limiting unauthorized access to the company systems by using some unique physical characteristic of the user to identify the user and allow the appropriate level of access to that user. This is particularly important especially for the consultants who frequently visit off-site consulting with clients and which must log into the company laptops to access the company database.
Login procedures: These will help to detect any abnormalities in the log-in or use of the company systems and examine any potential weaknesses in the login procedures before they become serious problems. 
Access levels: These will help the company to limit the access granted in the IT system on the basis of user profile, the profile of which should be established for every authorized user. This will help to make sure that authorized users have access only to the hardware, software, and data relevant to their job responsibilities.
Computer logs: These will help the company to establish nonrepudiation of users so that those who use the company system cannot deny any particular act that they did on the system later on.
[bookmark: _GoBack]Authority tables: These will help the company by providing a list of valid, authorized users and the access level granted to each one of them so that no user is allowed to access data for they are not authorized to have access to.
ii. [bookmark: _Hlk526849799]The above listed hacking controls can prevent IT-related risks for EnviroPlan in the following manner:
Firewall: This will help the EnviroPlan company by blocking unauthorized access into the company’s internal network which has an extensive database of environmental regulations and environmental data. This will help to ensure safe connection with company consultants visiting off-site consulting with clients and who must use the internet to and the company laptops to access the company database.
Encryption: This will help the company to limit the potential damage of unauthorized access to sensitive data by converting such data into secret codes that can only be decoded by those who possess the encryption key or password. The encrypted data is rendered useless to hackers who do not have the encryption key or password and hence limiting the chances of damage and unauthorized access to the company’s sensitive data being conveyed over the internet and the company’s internal network. 
Security policies: This will be of help to the company as they ensure policies and descriptions of procedures related to security are maintained and implemented to effectively secure the company’s IT system. For instance, security policies will enable EnviroPlan to put in place established procedures to monitor and follow up on security breaches to its IT system, allowing the system to operate securely with minimum interruptions.
Security breach resolution: This will be very helpful to the company especially in the event of occurrence of actual hacking or network break‐in. With the security breach resolution, the company will have a plan to help it recover from actual harm resulting from hacking or network break‐in so that its operations can continue with the least possible interruption.
Secure socket layers (SSL): This will help the company to create a communication protocol built into its Web server and browser software. The SSL will help to encrypt data transferred on EnviroPlan’s website and consequently limit access to network traffic that is sent via the Internet between the organization and all authorized users. This will have the effect of limiting access to the company’s website by hackers.  
Virtual private network (VPN): This will be of great help to the company since it utilizes tunnels, authentication, and encryption within the Internet network to isolate Internet communications so that unauthorized users cannot access or use certain data. This will be extensively employed when the consultants visiting off-site consulting with clients connect to EnviroPlan’s IT system through the Internet to effectively service the clients.
Wired equivalency privacy (WEP): This is helpful because the company has installed a wireless network through which consultants can connect to the company’s network while in their offices. WEP uses symmetric encryption to encode data and this will help in limiting the chances of damage and unauthorized access to the company’s data being conveyed over the installed wireless network.
Service set identifier (SSID): Having a unique SSID that only those within the organization use is helpful to the company as it makes it more difficult for an outsider to access the company’s wireless network and hence helping to keep off hackers from the company’s internal network and database.
Antivirus software: This will help to protect the company’s system from damage caused by viruses and worms from network break‐in attempts. The viruses and worms perform malicious actions such as deleting files or shutting down the computer programs. The Antivirus software will help by continually scanning the system for viruses and worms and either deleting or quarantining them, rendering such virus and worm program codes harmless to the company’s IT system. 
Vulnerability assessment: This will help the company by proactively examining the IT system for weaknesses that can be exploited by hackers, viruses, or malicious employees. EnviroPlan will thus be able to identify weaknesses in its IT System before they become network break‐ins and consequently make considerable attempts to fix these weaknesses before they are exploited to cause huge problems to the company’s operations.
Penetration testing: This will help the company in making legitimate attempts to hack into an its IT system to find whether weaknesses can be exploited by unauthorized hackers. This is a proactive approach towards the control of hacking before real exposure to hacking which helps to identify and seal possible loopholes in the company’s IT system so that hacking is adequately limited.
Intrusion detection: This will be of great help as it will enable the company to deploy specific software tools that will assist in monitoring data flow within the company’s network. The intrusion detection system will thus serve the role of alerting the EnviroPlan’s IT staff on hacking attempts or other unauthorized access attempts occurring in the company’s IT system, allowing the company to take necessary intervention early enough before such break-in attempts become huge problems to the company operations.
c. Are there any general controls that you think would not be cost beneficial?
Wired equivalency privacy (WEP) has proven to be susceptible to hacking since it employs the use of symmetric encryption where both the sending and receiving network nodes must use the same encryption key. This implies that WEP is based on a computer‐specific address, which is easy for hackers to determine and misuse. This hacking can be costly to the company, meaning that WAP is a general hacking control that would not be cost beneficial to the company.
Therefore, instead of incurring costs to develop and maintain WEP for its installed wireless network, the company should develop wireless protected access (WPA) which has improved encryption and user authentication. With the improved encryption method, WPA can check to see whether encryption keys have been tampered with. This is because WPA authenticates not only the computer accessing the wireless network but also the user of such computer. For this reason, WPA is less susceptible to hacking is more cost beneficial than WEP.
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